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What requirements are pre-requisite to obtaining coverage

Understanding first-party loss coverage vs. third-party liability
loss

How to avoid the most common cyber insurance claim denials

Does having cyber insurance increase the likelihood of your
company being attacked



WHAT IS CYBER INSURANCE

Data
Restoration

Privacy

It's Comprehensive Regulations
It includes coverage for IR

It includes critical crime
coverages. (e.g. Ransomware)
It's NOT compliance focused
It's not attached to other lines of Credit PR
coverage (endorsements)
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Monitoring Expenses

Social
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HOW DID WE GET HERE?
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2020

®

2022 and beyond

IT
+ Cyber insurance was

low cost with very little
underwriting.

« Adoption was low
(around 10%) but the
process was very
simple and easy

I

- Claims started rising
significantly!

- Awareness and
defenses are still low.

- Ransomware was hot
on the scene - carriers
were NOT prepared

:

- Incidents still rising,
and the pandemic
forced work from home
shift.

- Demand for cyber
insurance skyrocketed
and carriers are losing
money rapidly.

* Underwriting actually
starts getting serious

I

- Incident volume is
slowing down

+ More minimum
standards required for
cybersecurity controls

+ New focus on
continuous underwriting



OPRAH SAID IT
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CYBER INSURANCE IS
KNEE JERK
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Standalone Cyber Risk Direct Loss & DCC Ratios

The Combined Ratio Improved 25 Percentage Points in 2022 Amid a 62% Increase in Premiums
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FITCH WIRE

US Cyber Insurers See Favorable
Premium Growth, Results in 2023

Thu 13 Apr, 2023 - 3:05 PM ET

Cyber Insurance Renewal Premium Rates QoQ Change

Renewal Rate Increases Decelerated in 4Q22
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ASSUME BREACH

When not if - you need
coverage

“‘Nobody is stopping the most
elite attacks” ..but we can
raise the bar /7 minimize the
blast radius against the
majority of attacks,
especially financially
motivated ones

Forensics, legal, etc to legally
protect your business.

Technical aspect is a small
portion.




IT STARTS WITH CYBER RESILIENCE

Cyber Resilience is a measure of your business ability to continuously operate and deliver on your
intended outcome despite adverse conditions, stresses, attacks, or compromises.

Cyber Resilience exists when information security, business continuity, and organizational resilience
are accomplished jointly.




NIST Cybersecurity Framework

Identify Respond i Recover

Asset Management Access Control Anomalies & Events Response Planning Recovery Planning

Continuous Security

Business Environment S
Monitoring

Awareness & Training Communications Improvements

Governance Data Security Detection Process Communications

Info Protection/

Risk Assessment
Processes/Procedures

Mitigation
Cyber Insurance

Risk Management
Strategy

Maintenance Improvements

Protective Technology Cyber Insurance
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Scenarios to

Consider

An employee inadvertently...

transmitted a virus to customers and suppliers. The company
was sued for failing to contain the virus - losses totaled more
than $3,000,000.

An email that appeared to be from...

a long-standing vendor relationship directed a company to
update banking information for their account. The company
paid over $200,000 to the fraudster - no funds were
recovered.

A hacker gained access to...

the email account of an employee of a small accounting firm.
The hacker used the email address to compromise several of
the firm'’s client organizations - the firm was sued to the point
of bankruptcy by their affected clients.
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Scenarios to

Consider

Imagine if a hacker gained access to...

the email account of a staff member with authority to direct
other staff members, or communicate with client or partner.

Imagine your reputational damage if...

your connections to other partners or customers was exploited
leading to their breach.

Imagine the disruption to your business...

if all of your files and records disappeared suddenly and your
systems used were inaccessible.



CRISIS MANAGEMENT SERVICES
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Breach Occurs

Legal Council

Jo
/

Legal Forensics
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Notification

Public
Relations

Credit
Monitoring

Fraud
Response



Aggregate Limit
RIS  con |
FIFTHWALL | s
s 0 CVLBER%NSJRA;CEZMPEH; Fraud Response Expense
Public Relations Expense
Forensic Expense
Legal Expense
Not All Cyber |aiconempese Full Aggregate
u Credit Monitoring Limit
I n S u ra n Ce I s Extortion Loss/Ransomware

t d l Business Interruption and Recovery
created equal |, .o ze i

Reputational Damage

Data Replacement and Recovery

Reco m m e n d ed Hardware Replacement/Bricking

C o0 Dependent Network Interruption
Limits.

Invoice Manipulation

Electronic Theft

Social Engineering Consistently sub-
Telecommunications Theft limited




NOT ALL CYBER INSURANCE IS

CREATED EQUAL

No Coverage / Endorsement
Policy

- Added on to another line of coverage

- Limits are at or below $100,000

- Probably never mentioned by their agent
- Low cost

- Not meant to pay claims

- Belongs in the garbage

Stand-Alone

All coverage are present
Full limits, start at $1M
Designed to pay claims

This is an investment
Most likely had a specific conversation
with their agent



5 MUST-HAVE SECURITY
CONTROLS

When these controls are in place, this will
increase a company’s chance of obtaining an
adequate insurance policy with the best
rates.

1. Multi-Factor Authentication (MFA)

- Remote access
2. Segregated Backups
3. Endpoint Detection and Response (EDR) and
Next Gen Anti-Virus (NGAV)
Patching and Vulnerability Management
Cybersecurity Employee Training
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* Getin front of client policies at least 60 days in advance

* Understand Sub-limits




Many carriers have reduced their maximum limits

*  Think $3M total
* Syndication may be the only route

Carve-outs for Acts of War
e Act of War vs. Terrorism
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The future of cyber
insurance




v Not all cyber policies are equal; make sure you understand your coverage

Vv Get involved 2-3 months in advance of renewal
v Insurance carriers are raising their security expectations

v Failure to meet core controls may lead to denied coverage or claims
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CYBER INSURANCE SIMPLIFIED

THANK YOU FOR ATTENDING

Connect with a Cyber Expert.

fifthwallsolutions.com/contact

We'll ALWAYS review a policy for
ANYONE for free.

We're here just plain and simple
to answer your questions and
provide you feedback and
data when you need it.

Don't assume on cyber insurance.
Find out exactly where your
business stands.
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