
© Copyright Microsoft Corporation. All rights reserved. 

Patti Cavlovic
Solutions Engineer
Secur-Serv



Presenter Notes
Presentation Notes
Since artificial intelligence has become more widespread across all industries, it’s no surprise that it is taking off within the world of finance, especially since COVID-19 has changed human interaction. By streamlining and consolidating tasks and analyzing data and information far faster than humans, AI has had a profound impact, and experts predict that it will save the banking industry about $1 trillion by 2030.“Artificial intelligence technologies are increasingly integral to the world we live in, and banks need to deploy these technologies at scale to remain relevant,” according to McKinsey & Company. “Success requires a holistic transformation spanning multiple layers of the organization.”It’s also important to note that millennials and “Gen Zers” are becoming the banks’ “largest addressable consumer group” in the United States, which means financial institutions are looking to increase their IT and AI budgets “to meet higher digital standards” since younger consumers often prefer digital banking. In fact, 78% of millennials say they won’t go to a bank if there’s an alternative.
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Microsoft's AI Copilot can be integrated into various products to enhance their 
functionality. In the context of regional banks, here are a few potential applications:

• Customer Service: AI Copilot can be 
used to power chatbots and virtual 
assistants, providing customers with 
instant, personalized responses. This 
can improve customer service and 
reduce the workload on human 
customer service representatives.

• Risk Management: AI Copilot can 
analyze large amounts of current and 
historical data to predict potential risks 
and make informed decisions. This will 
enable banks to  manage their risk 
more effectively.

• Fraud Detection: AI Copilot can 
monitor and analyze large amounts of 
data in real time to identify unusual 
patterns and prevent fraudulent 
transactions

• Loan Processing: AI Copilot can be 
used to efficiently comb through 
non-numerical loan application data 
like business plans². This can speed 
up the loan approval process and 
improve the customer experience.

• Know Your Customer (KYC) 
Processes: AI Copilot can be used 
to train models behind KYC 
processes for account opening². 
This can help banks better 
understand their customers and 
provide more personalized services.
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The market for AI in small to medium banks is growing rapidly. According to a report by Allied Market Research, the global AI in banking market size was valued at $3.88 billion in 2020, and is projected to reach $64.03 billion by 2030, growing at a CAGR of 32.6% from 2021 to 20301.AI applications are estimated to help banks make potential cost savings worth $447 billion by 20232. Some Indian banks are using AI to identify borrowers with a high tendency to default, to indicate high-risk cases, and to detect lifecycle and macroeconomic events for small and medium businesses2.Furthermore, the Artificial Intelligence In Small & Medium Business Market size is estimated to reach $90.68 Billion by 2027, growing at a CAGR of 22.10% during the forecast period 2022-20273. This growth is majorly due to the rising adoption of cloud computing technologies in small and medium enterprises sector coupled with the deployment of Internet of Things (IoT) driven solution across the industry3.In conclusion, the market for AI in small to medium banks is expanding rapidly, driven by the need for improved customer service, risk management, fraud detection, and operational efficiency.According to Forbes, 70% of financial firms are using machine learning to predict cash flow events, adjust credit scores and detect fraud.
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Presentation Notes
Microsoft 365 Copilot, your copilot for work. Copilot works alongside you in the apps you use every day to unlock creativity, unleash productivity, and uplevel skills. Dynamics 365 Copilot, the world’s first AI copilot for CRM and ERP. Dynamics 365 Copilot will transform business processes across any organization. And with Copilot in Power Platform, Microsoft is building on years of infusing AI capabilities into our low code solutions. Finally, GitHub Copilot has driven incredible impact for developers, with 75% of developers who use Copilot reporting they’re able to focus on more satisfying work. Let’s go a little deeper into AI-powered experiences like these. 

https://blogs.microsoft.com/blog/2023/03/16/introducing-microsoft-365-copilot-your-copilot-for-work/
https://blogs.microsoft.com/blog/2023/03/06/introducing-microsoft-dynamics-365-copilot/
https://cloudblogs.microsoft.com/powerplatform/2023/03/16/power-platform-is-leading-a-new-era-of-ai-generated-low-code-app-development/
https://github.blog/2023-03-22-github-copilot-x-the-ai-powered-developer-experience/
https://aka.ms/SecurityCopilot


Works alongside you in the apps you use every day 

Microsoft 365 Copilot
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Microsoft 365 Copilot - your copilot for work. Copilot combines the power of large language models (LLMs) with your data in the Microsoft Graph—your calendar, emails, chats, documents, meetings, and more—and the Microsoft 365 apps to turn your words into the most powerful productivity tool on the planet. Microsoft 365 Copilot isn’t just a better way of doing the same things. It’s an entirely new way of working.
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Presentation Notes
Microsoft 365 Copilot is built on Microsoft’s comprehensive approach to security, compliance, privacy, and responsible AI – so you know it’s enterprise ready.Talk about the history of OpenAI and GPT-3.5 … also the relationship with the OpenAI founder with Musk
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Copilot is integrated into Microsoft 365 in two ways.  First, it works alongside you, embedded in the apps millions of people use every day.Now, you can be More creative in Word, More analytical in Excel, More expressive in PowerPoint, More productive in Outlook and More collaborative in Teams. Second, it is a brand-new experience: Business Chat. Business Chat works across all your Microsoft 365 apps and data in real time to turn ALL your data into knowledge.With Business Chat, you can spend less time focused on the tools and more time focused on the most important work. You can ask Copilot to summarize what’s going on with a given customer, highlight project milestones or risks, or create new content using references from across your data. 
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Just as Github Copilot transforms how developers create code, Dynamics 365 Copilot will transform business processes across the organization. Dynamics 365 is replacing QuickBooks, Sage, and Salesforce.Microsoft Dynamics 365 Copilot provides interactive, AI-powered assistance across business functions. With Dynamics 365 Copilot, we’re introducing the world’s first AI copilot natively built-in to both CRM and ERP applications.And it’s built on the secure and trusted foundation of the Microsoft Cloud, with the same commitments to responsible AI we’ve talked about already. Let’s zoom into one of those AI-powered experiences: Sales. 



Viva Sales
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Many sales teams struggle to scale seller experiences. AI can help any sales organization to be more effective, enabling them to automate the sales process, know customers more deeply, and be more productive. CoPilot in Viva Sales enhances the platform with next-generation AI capabilities3. Here are some specific improvements:Automated Email Replies: CoPilot in Viva Sales provides AI-generated email replies, which have moved from preview into general availability3. This feature allows sellers to generate email replies with proposed meeting times based on their calendar availability in Outlook3, making it easier to schedule customer meetings and simplifying the process for finding a time that works for everyone3.Meeting Summaries: CoPilot offers AI-generated meeting summaries, which can be saved directly to Dynamics 365 Sales or Salesforce3. This eliminates the need for note-taking during meetings3.Personalized Insights: CoPilot provides real-time call insights during Microsoft Teams calls3, meeting preparation assistance, and conversation analysis to improve the customer experience3.Streamlined Workflow: CoPilot minimizes app switching with seamless data integration and updates between Microsoft 365 apps and CRMs such as Dynamics 365 Sales or Salesforce3.These features help sellers be more efficient, productive, and effective2.Viva Sales is designed to help sellers reduce unnecessary form input, connect data they need to do their job efficiently, and ultimately close sales faster.   And new Copilot capabilities in Viva Sales provide personalized coaching and intelligence to help sellers push a deal to the next stage, and ultimately close more deals.   It delivers a seamless experience built into the apps your team is already using, including Microsoft Teams and Outlook.   And it works and connects directly to your CRM system – whether it’s Dynamics 365 or Salesforce. CoPilot in Viva Sales enhances the platform with next-generation AI capabilities3. Here are some specific improvements:Automated Email Replies: CoPilot in Viva Sales provides AI-generated email replies, which have moved from preview into general availability3. This feature allows sellers to generate email replies with proposed meeting times based on their calendar availability in Outlook3, making it easier to schedule customer meetings and simplifying the process for finding a time that works for everyone3.Meeting Summaries: CoPilot offers AI-generated meeting summaries, which can be saved directly to Dynamics 365 Sales or Salesforce3. This eliminates the need for note-taking during meetings.Personalized Insights: CoPilot provides real-time call insights during Microsoft Teams calls3, meeting preparation assistance, and conversation analysis to improve the customer experience.Streamlined Workflow: CoPilot minimizes app switching with seamless data integration and updates between Microsoft 365 apps and CRMs such as Dynamics 365 Sales or Salesforce.These features help sellers be more efficient, productive, and effective
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Everyone will benefit from AI-enhanced business processes. As we've just seen, sellers can move deals forward faster with AI-assisted email replies, from information requests to proposals.Marketing teams can get insights faster and easier using natural language. Customer service agents resolve issues faster and with more relevant personalized recommendations. Operations managers can better predict and act on supply chain disruptions. And businesses of any size can bring products to market faster with AI-powered product descriptions, connected seamlessly to commerce platforms like Shopify. Dynamics 365 Copilot works within Dynamics 365 alongside business professionals to help them create ideas and content faster, complete time-consuming tasks, and get insights and next best actions—just by describing what’s needed.I encourage you to try these capabilities today. Now let’s talk about Power Platform. 



Streamlined, intuitive low-code development for everyone
https://learn.microsoft.com/en-us/power-bi/transform-model/desktop-ai-insights

AI in Power Platform
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The infusion of AI features and experiences into the Power Platform will help to reinvent how all makers develop software, further democratizing the ability to create and innovate solutions.Microsoft has been working to empower all developers with Power Platform via AI-powered development experiences since 2021.The low- and no-code environments are now more robust and efficient thanks to AI innovations that will be deployed across Power Apps, Power Automate, Power Virtual Agents, and AI Builder.Adding Copilot across the Power Platform brings AI-assisted development to help build solutions and provide suggestions for improvement. Having a live, in-studio copilot can make the development process more accessible and also reduces some of the repetitive tasks that can slow development cycles.The ability to use natural language to create digital solutions allows for new modes of creation. Makers are now only bound by their ability to imagine and describe features and functionality in their projects, and Power Platform can help create, with any editing or feedback given via the same method of natural language.Generative AI features are also now embedded into the Power Platform to help anyone harness the ability to add capabilities to their projects that create powerful experiences for their audiences. These features allow end users to receive GPT-generated insights and support in real-time.



Next-generation AI in Power Platform
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These AI features are being rolled out across different products in the Power Platform.Developers of all kinds can now harness the power of Copilot in Power Apps, using natural language to describe what kind of app they want to build, and then instruct the copilot how to refine what they are creating.Creating automated processes has never been easier with Copilot in Power Automate. During a public preview of the feature, makers experienced an average of a 50% reduction in the time it took to make process flows using Copilot. Just describe what process you want to automate using natural language, and Power Automate will build the first iteration for you.Power Virtual Agents brings the ability to rapidly build conversational bots to Power Platform. Developers can now use natural language to train bots and refine conversational dialogs to reduce creation time. Conversation boosters can also link the existing information from your own knowledge source to help expand answers chatbots can give to help end users.Incorporate AI capabilities into your apps and flows with AI Builder. AI Builder now has offerings from the Azure Open AI Service, allowing makers to include low-code generative AI models and templates into projects.Let’s take a look at one of these capabilities in action. 

https://cloudblogs.microsoft.com/powerplatform/2023/03/16/power-platform-is-leading-a-new-era-of-ai-generated-low-code-app-development/
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Let’s zoom in on Power BI, which is one component of the Microsoft Intelligent Data Platform.  Power BI is now used by 97% of the Fortune 500.  And we are bringing new AI capabilities into it that will help you find insights, make decisions and take action. 
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Microsoft bought GitHub a couple  of years ago – the stats above give you a brief look at how Copilot transforms developers’ creation of code. In fact, up to 46% of all lines of code written by developers using Copilot are now fully AI generated. In measured tests conducted by 3rd parties, they’ve found that developers using Copilot are 55% more productive in completing tasks and applications.   But even more striking to me is what developers think about the Copilot experience – they love it. 75% of developers using Copilot report feeling that they can now focus on more satisfying work and enjoy their jobs more.  Debugging and looking up regular expressions is not satisfying. By having that work autogenerated, developers can instead focus on things that make them feel more satisfied, complete their work faster, and feel more productive. This is really transformational in terms of how development teams work. Copilot for Business is generally available now for all developers to use today with all developer languages on all platforms and with all types of developer tools.
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 Microsoft has a comprehensive approach to security, providing customers unparalleled visibility, automation, and intelligence.With the peace of mind that comes with a comprehensive security solution, you’re free to grow, create, and innovate your business. Security technology should enable you to go further, faster. We know just how mission critical this work is – and we’re your allies in this journey.Artificial Intelligence (AI) can significantly improve security programs in several ways. Here are some specific examples:Intrusion Detection and Prevention: AI can identify unusual activity on a network and alert security personnel to potential threats1.Cyber Threat Intelligence: AI can analyze data from various sources, such as social media and the dark web, to identify emerging threats and provide intelligence to businesses1.Phishing Protection: AI can identify and prevent phishing attacks by analyzing emails and detecting patterns that are indicative of phishing attempts1.Vulnerability Management: AI can identify vulnerabilities in software and systems, and prioritize which vulnerabilities need to be addressed first based on their potential impact1.Network Security: AI can monitor network traffic and identify unusual patterns that may indicate an attack, such as a denial of service (DoS) attack1.Password Security: AI can identify weak passwords and help users choose stronger ones, reducing the risk of password-based attacks1.User Behavior Analytics: AI can monitor user behavior and identify patterns that may indicate a security risk, such as a user accessing sensitive data from an unusual location1.These are just a few examples of how AI can enhance the capabilities of security programs.Learn more:1. zcybersecurity.com2. altexsoft.com3. brookings.eduWhile AI has the potential to revolutionize security, it also poses significant risks and limitations. Here are some of them:Lack of Transparency and Explainability: AI systems can be difficult to understand and interpret, making it challenging to understand how and why decisions are made1.Overreliance on AI: Overdependence on AI for security can lead to vulnerabilities if the AI system fails or is compromised1.Bias and Discrimination: AI systems can make decisions that are biased or discriminatory, leading to unfair treatment of certain individuals or groups1.Vulnerability to Attacks: As AI systems become more complex and autonomous, the risk of cyber-attacks increases1. These attacks could allow malicious actors to take control of the AI system, causing it to make harmful decisions1.Lack of Human Oversight: Without human oversight, an AI system might overlook certain aspects that a human would consider important1.High Cost: Implementing and maintaining AI systems can be expensive1.Privacy Concerns: As AI systems collect and process vast amounts of data, there is a risk that this information could be mishandled, either through intentional breaches or accidental leaks1.Resources: Companies need to invest a lot of time and money in resources like computing power, memory, and data to build and maintain AI systems2.These limitations highlight the importance of using AI as a tool to augment human decision-making in security, rather than as a replacement for it.
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Security Copilot combines the most advanced GPT4 model from OpenAI with a Microsoft-developed, security-specific model, powered by Microsoft Security’s unique expertise, global threat intelligence and comprehensive security products.Security Copilot helps you be more effective and efficient at all the roles you play. It helps you enhance and grow your capabilities and skills, while also supporting the workflows and teams you collaborate with to solve security challenges. �
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Security Copilot is running on our security and privacy-compliant hyperscale infrastructure, which is unique to Microsoft and brings the full benefit of being on the Azure cloud platform. Security Copilot also integrates with the end-to-end Microsoft Security portfolio of solutions. And over time, it will work with a growing ecosystem of products from third-party vendors. So you can see how Security Copilot is not only an OpenAI-powered large language model, but rather, it creates a network effect, enabling organizations to truly defend at machine speed.And it all comes together with Security Copilot at the heart of the Microsoft Security product portfolio. There are several widely-used security applications that leverage AI for enhanced protection. Here are a few examples:Crowdstrike: This cybersecurity company uses AI to provide real-time threat intelligence and protection1.Cybereason: Cybereason’s AI-powered hunting technology determines whether an organization is under attack, with automation that can benefit security teams of all sizes and skill levels1.SparkCognition: SparkCognition’s DeepArmor product uses AI to provide endpoint protection, using machine learning to predict and prevent zero-day attacks1.Palo Alto Networks: Palo Alto Networks uses AI to automate the process of detecting and responding to threats, making IT and security teams more efficient1.Check Point Software Technologies: Check Point uses AI to provide cloud security, network security, and mobile security solutions1.Darktrace: Darktrace uses AI for threat detection and response in the cloud, email, SaaS, corporate networks, and industrial systems1.Fortinet: Fortinet uses AI and machine learning to provide automated threat detection and response1.Anomali: Anomali uses machine learning to detect threats and respond in real-time1.Vectra AI: Vectra AI uses machine learning algorithms to automatically detect and analyze security incidents2.Symantec Endpoint Protection: Symantec uses AI for cybersecurity to protect against sophisticated attacks across endpoints3.These applications use AI in various ways, from automating threat detection to providing real-time threat intelligence and protection.
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AI innovation like what we’ve seen today is poised to reinvent every industry. There are several widely-used security applications that leverage AI for enhanced protection. Here are a few examples:Crowdstrike: This cybersecurity company uses AI to provide real-time threat intelligence and protection1.Cybereason: Cybereason’s AI-powered hunting technology determines whether an organization is under attack, with automation that can benefit security teams of all sizes and skill levels1.SparkCognition: SparkCognition’s DeepArmor product uses AI to provide endpoint protection, using machine learning to predict and prevent zero-day attacks1.Palo Alto Networks: Palo Alto Networks uses AI to automate the process of detecting and responding to threats, making IT and security teams more efficient1.Check Point Software Technologies: Check Point uses AI to provide cloud security, network security, and mobile security solutions1.Darktrace: Darktrace uses AI for threat detection and response in the cloud, email, SaaS, corporate networks, and industrial systems1.Fortinet: Fortinet uses AI and machine learning to provide automated threat detection and response1.Anomali: Anomali uses machine learning to detect threats and respond in real-time1.Vectra AI: Vectra AI uses machine learning algorithms to automatically detect and analyze security incidents2.Symantec Endpoint Protection: Symantec uses AI for cybersecurity to protect against sophisticated attacks across endpoints3.These applications use AI in various ways, from automating threat detection to providing real-time threat intelligence and protection.



Microsoft Cloud 
for Financial Services

Microsoft Cloud 
for Healthcare

Microsoft Cloud 
for Manufacturing

Microsoft Cloud 
for Nonprofit

Microsoft Cloud 
for Retail

Microsoft Cloud 
for Sustainability

Data and AIBusiness
applications

Modern work

Security Digital and app
innovation

Infrastructure

Microsoft 
Cloud

Presenter Notes
Presentation Notes
Each industry has unique and specific needs. That’s why Microsoft created tailored versions of the Microsoft Cloud for healthcare, financial services, retail, manufacturing, and nonprofits.  In addition, the Microsoft Cloud for Sustainability empowers organizations in any industry to record, report, and reduce their environmental impact through actionable insights.The AI experiences we’ve discussed today can become even more powerful when applied in industry scenarios – and when we activate the expertise of our partner ecosystem. 
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Partners integrate their solutions and services with the Microsoft Cloud, our Microsoft Cloud for Industry solutions, and our Azure AI Platform - enabling you to get business value even faster and with more confidence. 
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All of the data you use or generate with Azure OpenAI Service is stored encrypted at rest in your organization’s Azure subscription.   The data is always under your control.  Training data provided by the customer is only used to fine-tune the customer’s model and is not used by Microsoft to train or improve any Microsoft models. Any fine-tuning you do stays in that Azure subscription, and never moves into the foundation AI models used by the world at large.   You don’t have to worry about training the model with your data, and then having a competitor be able to use that learning. The fine-tuned model only lives in your subscription and only you get to use it.  And all of your data and AI models are protected by the most comprehensive enterprise compliance and security controls in the industry.  This gives you the confidence to build great AI solutions on Azure and the Microsoft cloud. 
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Many tech companies are aware of the social implications of AI and are taking steps to ensure fairness and mitigate negative impacts. However, the specifics of these efforts can vary widely from company to company, and many details are not publicly available. Here are a few examples:Google: Google has an AI Ethics team that works on ensuring the fairness of their AI systems1. They have also published a set of AI principles that guide their work, which includes a commitment to avoid creating or reinforcing unfair bias1.Microsoft: Microsoft has an AI and Ethics in Engineering and Research (AETHER) Committee that advises on the ethical use of AI1. They also have guidelines for responsible AI use, which include fairness, reliability and safety, privacy and security, inclusiveness, transparency, and accountability1.IBM: IBM has an AI Ethics Board that oversees the responsible use of AI in their company1. They have also developed an AI Ethics Global Policy that provides guidelines for transparency, explainability, fairness, and more1.OpenAI: OpenAI’s mission is to ensure that artificial general intelligence benefits all of humanity1. They commit to use any influence they obtain over AGI’s deployment to avoid enabling uses of AI or AGI that harm humanity or concentrate power1.Facebook (Meta): Facebook has made commitments to reduce bias in their AI systems1. They also have teams working on fairness in AI, aiming to understand and improve how AI systems can impact people and communities1.It’s important to note that while these companies are making efforts to ensure the social fairness of their AI systems, challenges remain. The concept of ‘ethical debt’ has been raised as a concern - this refers to the societal harms that can accrue when the potential negative consequences of technology are not fully considered1
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