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Secur-Serv +
ProofPoint Partnership
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Partnership
Value

Key Component of
Full Security Stack

Bundled Management
& Full Support

Part of Security
Partner Suite

Helping stop threats with enterprise grade security infrastructure for over a decade

Partnership +



Security Operations +



Cybersecurity
Awareness
Training

Password
Management

Mobile Device
Management

Managed Security
Services
Managed Security
Services

Security
Operations
Center (SOC) 

Multi-Factor
Authentication
(MFA)

Managed Detection
& Response (MDR)

Endpoint Security
(EDR)

Managed Security Services

60%
cost reduction
by outsourcing
over in-house
cybersecurity
staffing

Email Security
& Compliance
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Who is Proofpoint?
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1 in Every 3 Business Emails
Proofpoint Sees 

+

3.4 trillion emails scanned per year = 9,315,068,493 emails scanned a day



85 of the Fortune 100
Use Proofpoint

World Class Customers with Office 365 Trust Proofpoint
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Poll Question #1
How are most cybersecurity

attacks started?

Email

Compromised websites

Unpatched software

Stolen devices
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23%
of people will always click. 
This makes humans the weakest
link in the security chain.

Poll Question #1
How are most cybersecurity

attacks started?

Email

91% of targeted attacks start with email
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What Changed While
You Were Running the

Business

+



Cybersecurity Assumptions

No malware

No attachments

No obviously malicious URL

Would your current security tools
stop this?
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But many cybersecurity strategies haven't.
What are you doing to make sure yours is keeping up?

Technology
changed.

Cybersecurity Assumptions

Employees
changed.

Work
changed.

AI
changed.

Attackers
changed.
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Poll Question #2
How much have AI-generated

phishing emails increased?

325%

750%

1,000%

1,265%

+



Poll Question #2
How much have AI-generated

phishing emails increased?

1,265%

+

Remember, 91% of attacks start with email



+The Risk Is Already In Your
Environment

This is not a future problem. It is happening now.



Current AI Trends +

Email Management by
AI is one of the most
common applications

for employed
Americans

Source: Gallup- Oraganization AI Update



Poll Question #3
How many phishing emails have

you encountered in the last year?

None

1-5

6-10

Too many to count
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5 Things About Cybersecurity
That May Not Be True

Anymore
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The Assumption

Microsoft 365
keeps our email

environment safe.

Assumption #1
Microsoft 365 Gives Us All the

Email Protection We Need.

Today’s Reality

Advanced impersonations

Business email compromise

Evolving phishing techniques

Human-targeted attacks

Limited visibility without
additional threat intelligence

The Shift: Email security now requires defense in depth.

27%

​of advanced threats are
not detected by Microsoft

is how much it costs an
attacker to test Microsoft’s

defenses

$26/mo
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The Assumption

Phishing emails are
easy to identify by
common red flags.

Assumption #2
Phishing Emails Are Easy to Spot.

Today’s Reality

Localization

Personalization

Executive impersonation 

Scale

Research

The Shift: A well-written email is no longer a sign that it’s legitimate.



+Assumption #2
Phishing Emails Are Easy to Spot.
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The Assumption

If there's no malicious
link or attachment, the

email is safe. 

Assumption #3
If There's No Malicious Link or

Attachment, We're Safe.

Today’s Reality

Business email compromise

Wire fraud

Gift card fraud

Payroll diversion

Vendor fraud

The Shift: The payload isn't always malware. Sometimes it’s trust.

Conversation attacks
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The Assumption

Emails from real people
and trusted accounts

can be trusted.

Assumption #4
If the Email Came From a Real

Account, It's Legitimate.

Today’s Reality

Account takeover

Compromised suppliers

Partner compromise

Thread hijacking

Internal account compromise

The Shift: Trusted identities can become attack infrastructure.
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The Assumption

Cybersecurity is
an IT problem.

Assumption #5
Cybersecurity Is Primarily an IT

Problem

Today’s Reality

Finance
Payments

The Shift: Cybersecurity becomes a business-risk issue, not simply a technology issue.

CYBERSECURITY
IMPACTS

EVERYONE

HR
Payroll + data

Opperations
Vendors

Executives
Authority

Sales
Customer

relationships

Employees
Credentials



The Modern Cybersecurity
Blueprint

+

Protect the Technology

Cybersecurity has changed. Has yours?

Email + Endpoint + Identity

Connect the Signals
Threat intelligence +
Analytics + AI

Protect the People
Security awareness +
Behavioral insights

Prepare the Business
Processes + Verification +
Incident response
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From Theory to Reality



+From Theory to Reality
Real-world examples of email threats in action.

A threat actor impersonated the CEO using a lookalike .co domain instead of .com and sent
the Controller an urgent, confidential wire transfer request. The email appeared authentic,
including the CEO’s real signature, and resulted in a ~$300,000 fraudulent transfer.

Scenario 1: Business Email Compromise (BEC)

An employee at a healthcare company received a spoofed vendor email with a malicious invoice
attachment. Opening the file introduced malware that spread across the network, exposed
sensitive patient data, encrypted systems, and ultimately led to a ransom demand.

Scenario 2: Malicious Email Attachment



Poll Question #4
What is your biggest

cybersecurity concern right now?

Agentic AI and emerging AI risks

Data leakage and data protection

Identity and account compromise

Internal threats
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Open Q&A

+

Have a question or a scenario? 
Drop them in the chat.



Defense & Best
Practices

+



Email Security Validation Review
+

A ONE-PAGE EMAIL RISK SNAPSHOT.

Request Your
Email Security
Validation Review

You already have controls; let's pressure-test whether they're doing what you think they're doing.

What We Check

What’s getting through?

Can your identity be abused?

Can someone impersonate you?

Who is most exposed?

What happens after the click?

Phishing, BEC, impersonation and malicious
messages their current defenses aren't stopping

MFA strength, suspicious forwarding,
mailbox/account takeover exposure

SPF, DKIM, DMARC, domain spoofing and
lookalike exposure

Executives, finance/AP, HR and other highly
targeted employees

Reporting, investigation, containment and
response process

Potential Risk Areas



Take the next step toward
stronger email security.

800-228-3628

secur-serv.com

Phone

Website

+
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