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Presenter Notes
Presentation Notes
This presentation explores how attackers can connect user interaction, device access, account access, and trusted tools to build an attack path.

The examples cover ClickFix social engineering, authenticated-session theft, misuse of remote management tools, and reduced security visibility after a reboot.
The central theme is to connect related evidence rather than assess every alert in isolation. Device activity, account events, and security logs provide different parts of the picture.
These examples describe different attack patterns and cases, not one incident or a sequence that every attack follows.
The session was presented by Jimmy Colvin of Huntress for Secur-Serv CyberOps 2026.

Further reading:

Huntress: ClickFix attack variants and detection
Huntress: Inside Knight Office, a new Microsoft 365 phishing kit
Huntress: RMM abuse and trusted remote access tools
Huntress: Akira ransomware and Safe Mode
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Presenter Notes
Presentation Notes
Introducing the presenter, Jimmy Colvin:

Jimmy is a Technical Account Manager II at Huntress with more than 27 years of experience across technology and security.
Before Huntress, he built the Technical Implementation Manager function at Red Canary. He is also a U.S. Army veteran.
The presentation focuses on understanding attack behavior, improving investigations, and identifying clear response responsibilities.



THE TERMS, IN PLAIN LANGUAGE

Endpoint RMM renote nonitoring and managenent

A computer or server someone uses or manages. Software IT uses to manage devices remotely.
MFA multi-factor authentication EDR endpoint detection and response

Sign-mn that requires more than one kind of proof. Tools that watch device activity and help investigate

and respond.

Session token SIEM security information and event managenent

Digital proofthat keeps you signed in. Asystem that brings security logs together for
Investigation.

A1TM adversary-in-the-m ddle SOC security operations center

An attacker relays a sign-mn and can capture its The team that mmvestigates security alerts and

session. coordinates response.

3 $PHUNTRESS


Presenter Notes
Presentation Notes
Provides a shared vocabulary for the examples that follow.

Endpoint: A computer or server. Identity: The account used to access a service.
Multi-factor authentication (MFA): Sign-in that requires more than one kind of proof. A session token is digital proof that allows a service to remember an authenticated session without requiring a fresh sign-in for every action.
Adversary-in-the-middle (AiTM): An attacker sits between a user and the real sign-in service, relays the interaction, and can capture authenticated session data.
Remote monitoring and management (RMM): Software used to manage devices remotely. Endpoint detection and response (EDR) examines device activity and supports investigation and response.
Security information and event management (SIEM) brings security logs together. A security operations center (SOC) is the team that investigates alerts and coordinates response. In short: device activity, connected logs, and the people who act on them.

Further reading:

Huntress: What is an adversary-in-the-middle attack?
Huntress: How attackers exploit remote access tools



THE FILE IS NOT THE WHOLE STORY

OLD VI EW

SUSPICIOUS FILE

BROADER VI EW

TRUSTED
ACTION

N |
MALWARE ALERT
ENDPOINT EXPANDED
CONTROL —— | IDENTITY ABUSE |—— ACCESS

The links between events reveal the attack.
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Presenter Notes
Presentation Notes
Contrasts a file-centered view of an attack with a broader view that includes user actions, trusted software, and account access.

An intrusion does not always begin with a clearly malicious executable. A user may be persuaded to run a built-in system command, or an attacker may abuse legitimate remote access software.
Device access and account access can reinforce each other. The connections between events may reveal intent that an individual event does not fully explain.
The diagram is a way to organize an investigation, not a fixed attack sequence. Some individual signals are suspicious on their own; others require more context.

Further reading:

Huntress: ClickFix attack variants and detection
Huntress: RMM abuse and trusted tools
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CLICKFIX MAKES THE USER RUN THE COMMAND

"'\.xm

Representative exanmple // not case evidence FRAME 1 / 3 R[]

® ® ® STATIC TRAINING MOCKUP // OFFLINE // NON-FUNCTI ONAL Ol THE LURE

A webpage asks you to
verify

A familiar CAPTCHAstyle check
appears on an ordinary site.

DEFENDER TAKEAWAY

Real CAPTCHASs never ask you to run
anything.

Representative training images // Huntress ClickFix research, Sept. 2025 5 %}QHUNTRESS


Presenter Notes
Presentation Notes
Shows how a familiar-looking verification prompt can become the entry point for social engineering.

ClickFix creates a false problem, such as a verification check or website error, and encourages the user to fix it themselves.
A CAPTCHA-style prompt feels routine, which can make the next instruction seem more trustworthy than it is.
This is a static training example, not a live website or the confirmed entry point of the report cases later in the deck.
A website asking someone to run an operating-system command to prove they are human is a warning sign, not a normal verification step.

Further reading:

Huntress: ClickFix attack flow, lures, and detection
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CLICKFIX MAKES THE USER RUN THE COMMAND

Representative exanple // not case evidence FRAME 2 / 3 EEEE[ ]

® ® ® STATIC TRAINING MOCKUP // OFFLINE // NON-FUNCTI ONAL 02 THE I NSTRUCTI ONS

Verification asks for
keystrokes

Open Run, paste, press Enter. The page
already filled the clipboard.

DEFENDER TAKEAWAY

Any prompt to open Run or a terminal
1s a stop sign. Report it.

Representative training images // Huntress ClickFix research, Sept. 2025 6 %};\HUNTRESS


Presenter Notes
Presentation Notes
Illustrates the point where a browser interaction becomes a request to execute content on the computer.

In the representative flow shown, the page places attacker-controlled content on the clipboard and then instructs the user to paste it into Windows Run.
The critical change is that the user is no longer simply interacting with a website. They are being persuaded to run content supplied by that website.
Related variants use File Explorer or a terminal instead. The resulting investigation evidence depends on the variant, so the same history or registry traces should not be expected in every case.
The slide is non-functional and intentionally omits the actual command. Suspicious verification instructions should be reported through the organization's established process.

Further reading:

Huntress: ClickFix, FileFix, TerminalFix, and their host artifacts
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CLICKFIX MAKES THE USER RUN THE COMMAND

FRAME 3 / 3 il N HE

STATIC TRAINING MDCKUP // OFFLINE // NON-FUNCTI ONAL 03 THE OUTCOM

One paste becomes code
execution

Run

[ command omitted for training ] The user runs the attacker's command.

No exploit required.

DEFENDER TAKEAWAY
o EXECUTED ~ . .
PASTED S @ natve - 28 SFGELS';'EQE Hunt the behavior: Run history,
Interpreter . .
i interpreter launch, outbound retrieval.
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Presenter Notes
Presentation Notes
Connects the user's action to the activity defenders may observe on the device.

In this example, running the pasted content launches a built-in interpreter or utility and retrieves a follow-on payload.
The technique relies on the user executing attacker-supplied content rather than exploiting a software vulnerability in the illustrated step.
Useful evidence can include execution history, process relationships, interpreter activity, and outbound downloads. Exact process chains vary.
The diagram is symbolic. It does not execute a command or demonstrate a live compromise.

Further reading:

Huntress: ClickFix execution chains and detection opportunities



HUNT THE BEHAVIOR, NOT THE LURE

Lures vary: ClickFix, FileFix, TerminalFix

01 02
USER-DRIVEN INTERPRETER
EXECUTION ACTIVITY

Useful mvestigation chokepomts across the variants studied.

Source: Huntress ClickFix research, Sept. 2025
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Presenter Notes
Presentation Notes
Explains why investigation should focus on the activity an attack produces, not only the appearance or name of its lure.

ClickFix, FileFix, and TerminalFix change how the user reaches execution. Across the examples studied, useful investigation points include user-driven execution, interpreter or native-tool activity, and outbound payload retrieval.
Process relationships, execution history, and network activity can remain useful after the website or lure has changed.
These are investigation opportunities, not a universal signature or a guarantee that every variant produces identical evidence.

Further reading:

Huntress: ClickFix variants, host artifacts, and detection chokepoints
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MFA SUCCESS DOES NOT PROVE A SAFE SESSION = -

STATI C TRAINING MOCKUP // OFFLINE // NON-FUNCTI ONAL

W)

REVIEW DOCUMENTS

(2

A contact shared a file with you

INVOICE#72937

INVOICE#72937

FRAME 1 / 3
Ol THE LURE

A contact shared a file
with you

A familiar file -share notice urges: review
documents.

DEFENDER TAKEAWAY

Verify unexpected shares through a
separate channel.
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Presenter Notes
Presentation Notes
Shows how an unexpected shared-file message can lead a user into a phishing flow.

Familiar branding, an invoice-style file name, and a request to review a document can make an unsolicited message feel like ordinary business activity.
The shared-file image is a representative phishing-lure example. Its use here does not establish that this exact template caused the later identity incident or that the image itself proves an AiTM attack.
Unexpected file shares should be confirmed through a separate, trusted channel rather than by replying to or following the suspicious message.
This is the first frame of a non-functional training sequence. Nothing on the slide collects information or opens a live site.

Further reading:

Huntress: AiTM attack flow and warning signs
Huntress: Knight Office phishing research, a separate public example with a different lure and attack chain.



MFA SUCCESS DOES NOT PROVE A SAFE SESSION -

e
Representative exanmple // not case evidence FRAME 2 / 3 EEEE[ |
® ® ® STATIC TRAINING MOCKUP // OFFLINE // NON-FUNCTI ONAL 02 THE SIGN-IN
The sign-in page looks
USER real

A
|

password + MFA relayed

Sign in

A proxy relays the real page. Password

and MFA pass through live.
ﬁ PHISHING PROXY

l password + MFA relayed DEFENDER TAKEAWAY
Prefer phishmmg-resistant MFA. A
] REAL SIGN -IN SERVICE passed prompt is not proof of safety.

Representative training images // Huntress AiTM overview; Knight Office research 10 %}QHUNTRESS


Presenter Notes
Presentation Notes
Illustrates how an attacker-controlled proxy can relay a real sign-in interaction.

In a susceptible AiTM flow, the proxy sits between the user and the legitimate sign-in service. It passes authentication interactions between them while the user sees a convincing sign-in experience.
The user may successfully complete multi-factor authentication while the attacker remains in the middle of the interaction.
This does not mean all MFA methods are equally vulnerable. Phishing-resistant authentication is an important distinction.
A successful MFA event confirms that an authentication step succeeded. It does not, by itself, establish that the resulting session stayed under the legitimate user's control.

Further reading:

Huntress: What is an adversary-in-the-middle attack?
Huntress: Inside Knight Office, separate supporting research on authenticated-token theft.



MFA SUCCESS DOES NOT PROVE A SAFE SESSION

h

Representative exanple // not case evidence FRAME 3 / 3 il I EE

® ®© ® STATIC TRAIN NG MOCKUP

OFFLINE //

NON- FUNCTT ONAL

() USER
(3 MFA passed

PROXY

copies session

O

ATTACKER

replays session

1 SIGN -IN
—| [@®=] SERVICE

issues session

no password, no MFA

Symbolic session theft; no real token shown // Huntress AiTM overview; Knight Office research

03 THE THEFT

The attacker leaves with
the session

The proxy keeps the signed-in session
and replays it elsewhere.

DEFENDER TAKEAWAY

Hunt after login: token replay, new
device, nbox rules. Revoke sessions.
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Presenter Notes
Presentation Notes
Explains why stealing an authenticated session can be more useful to an attacker than stealing a password alone.

After successful authentication, the service issues session data that allows continued access. In the illustrated flow, the proxy captures that data.
Depending on the service's controls and token properties, replay may let the attacker access the account without repeating the user's password and MFA steps. The result is not guaranteed for every service or session.
Investigation should continue after sign-in and consider unfamiliar devices, changed session characteristics, unusual mailbox activity, and unauthorized authentication methods.
Response may require session revocation and removal of unauthorized access, not only a password reset. Actions depend on the environment and responder authority.

Further reading:

Huntress: Knight Office token theft and follow-on persistence
Huntress: AiTM session theft and defensive considerations



THE LOGIN IS ONLY THE START

CASE EVIDENCE // REDACTED REPORT SCREENSHOTS

TOKEN THEFT DETECTI ON

OAuthZ2:-Authorize

Rule Name: Token Theft
Country: <REDACTED=> (7

OAuth2:Token
VPN: <REDACTED> (2
Activity Occurred At: <REDACTED=

OAuth2:Token

OAuth2:Authorize

Connect the session to what changed afterward.

Also in this case: device fingerprint mismatch; messages moved to Conversation History.

139.28.218.17

139.28.218.17
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Presenter Notes
Presentation Notes
Uses authentic redacted report screenshots to show why identity investigation should include activity after authentication.

The images show a Token Theft detection and OAuth authorization/token activity. OAuth is an authorization framework used to grant applications access; the listed operations alone do not establish malicious intent or token replay.
Additional context in this case included inconsistent device fingerprints and an inbox rule moving messages into the Conversation History folder.
Mailbox rules and session changes can help explain how an account is being used after access is obtained. These details should be considered alongside device and network evidence.
The screenshots are separate redacted Huntress case evidence. The links below explain related behavior but are not the published account of this exact incident.

Further reading:

Huntress: Knight Office research on token replay and account persistence
Huntress: AiTM attacks and post-login warning signs



SHOULD THIS REMOTE TOOL BE HERE?

RMM = renote nonitoring and managenent

01 Who owns this installation?

02 Is this endpoint approved to run it?

03 Does the activity fit the support workflow?

Source: Huntress RMM abuse research, Aug. 2026 13 %}}\HUNTRESS


Presenter Notes
Presentation Notes
Distinguishes legitimate remote management software from an authorized installation and use of that software.

Remote monitoring and management tools support normal IT work, but attackers can use the same software to obtain access and blend into routine administration.
Vendor signatures and connections to legitimate vendor infrastructure do not establish that a particular installation belongs in the environment.
The three questions on the slide address ownership, approved device placement, and whether the activity matches the expected support workflow.
Huntress's public research describes a rogue ScreenConnect installation that remained unused for five months before being used for browser access, inbox-rule changes, and outbound abuse. An inventory of approved tools helps provide context that process and network data alone cannot supply.

Further reading:

Huntress: RMM abuse, rogue installations, and practical defenses



SAFE MODE CAN REDUCE SECURITY VISIBILITY ;

-
1\

LY

NORMAL WINDOWS

: : : REBOOT : :
@ DSccurity services running : Reduced service set; protection

may not run

In the observed Akira mcident, encryption failed, but data had already been stolen.

Source: Huntress Akira Safe Mode case study, Aug. 2026 14 %}}\HUNTRESS


Presenter Notes
Presentation Notes
Uses a documented Akira ransomware incident to illustrate how changing the boot environment can affect security coverage.

Windows Safe Mode starts a reduced set of drivers and services. In the observed case, a reboot into Safe Mode with Networking stopped the Huntress agent and Microsoft Defender real-time protection.
This describes the observed environment, not the behavior of every security product or boot configuration.
The ransomware's encryption attempt failed, but credentials and file-share data had already been stolen. Failed encryption did not mean the incident was harmless.
An unexpected reboot should prompt review of the preceding activity and the services that stopped reporting, not only a search for encrypted files.

Further reading:

Huntress: Akira Hits Safe Mode: Ransomware Rebooting Around EDR



INVESTIGATE WHAT CHANGED BEFORE THE SILENCE

01 02 03 04

® ® @ oo O
ADMINISTRATIVE SERVICE OR REBOOT TELEMETRY GAP
ACTIVITY STARTUP CHANGE

Unexpected silence deserves context, not an assumption.
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Presenter Notes
Presentation Notes
Provides a sequence for investigating an unexpected loss of device telemetry, meaning the activity data reported by security tools.

Review administrative activity, service or startup changes, boot-setting changes, and the reboot itself before examining the reporting gap.
The goal is to determine whether the loss of visibility has an expected operational explanation or is connected to suspicious activity.
A silent sensor is an investigation trigger, not proof of compromise. Products also differ in whether and how they alert on a reporting gap.
The sequence builds on the Safe Mode example but can help organize other investigations involving unexpected changes in visibility.

Further reading:

Huntress: Akira Safe Mode attack chain and monitoring guidance



A VALID LOGIN CAN STILL BE ATTACKER ACCESS -

SIEM = security information and event managenent

CASE EVIDENCE // REDACTED SI EM DETECTI ON REPORT

2026-01-09 08:30:29  Expedited [0} Investigate source context

uTC Connect the session to endpoint activity.

Rule Name: SIEM Detection 1

Event Category: authentication €]

Event Provider: Microsoft-Windows-Security-Auditing ]
Event Code: 4778 (¢ SOURCE HOST NAME

Remote IP Lookup: Redacted; context comes from the case

Remote IP Logs:
SIEM Logs: SIEM Dashboard EVENT CODE 4778

Source Host Name: WIN-<REDACTED> Session reconnect, commonly Remote Desktop

SourceIP: |P

User Name: User

Case evidence: redacted Huntress SIEM/EDR detection report (cropped, enlarged) 16 %};\HUNTRESS


Presenter Notes
Presentation Notes
Shows how security logs contribute access context that should be connected to the activity on the device.

The authentic redacted report records a SIEM detection at 08:30:29 UTC on January 9, 2026. It includes Windows Event 4778, which records reconnection to an existing session, commonly a Remote Desktop session. It is not a new successful-logon event.
The source hostname is redacted. Its significance comes from the case investigation, not from a reader being able to identify a malicious machine in the visible field.
Useful questions include who owns the connecting machine, whether that access is expected, and what happened on the destination device afterward.
The public references below explain the event and related investigation concepts. The Akira blog is a different incident, not the provenance of this screenshot.

Further reading:

Microsoft: Event 4778, a session was reconnected to a Window Station
Huntress: Akira investigation connecting VPN, Windows, and endpoint evidence



ENDPOINT EVIDENCE FOLLOWS THE ACCESS " <

08:36:11 UIC | EDR detections

2026-01-09 08:36:11  Expedited = RuleName: EDR Detection1 </ Ab out siIx minutes
utc Username: User
Process Name: C:\Windows\system32\NOTEPAD.EXE (4" & b e tW e e n th e S IEM
Command Line: "C\Windows\system32\NOTEPAD.EXE" C:\ProgramData\AdUsers.txt .
xS and EDR detections.

2026-01-09 08:36:11  Expedited [l €  RuleName: EDR Detection3 <>
uTC Username: User

Process Name: C:\Windows\system32\NOTEPAD.EXE(Z'

Command Line: "C:\Windows\system32\NOTEPAD.EXE" C:\ProgramData\AdUsers.txt

%)

2026-01-09 08:36:11  Expedited € RuleName: EDRDetection2 </
uTC

Username: User

Process Name: C:\Windows\system32\NOTEPAD.EXE (' &

Command Line: "C:\Windows\system32\NOTEPAD.EXE" C:\ProgramData\AdUsers.txt
)

2026-01-09 08:36:11 Expedited Rule Name: EDR Detection4 </»
uTcC Username: User
Process Name: C:\Windows\system32\nltest.exe (7' @]

Command Line: "C:\Windows\system32\nitest.exe" /domain_trusts (7]
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Presenter Notes
Presentation Notes
Continues the same redacted case by showing the device activity recorded after the SIEM detection.

The report shows four EDR detections at 08:36:11 UTC. Three involve Notepad opening AdUsers.txt; the highlighted fourth involves nltest checking domain trusts, a way to examine relationships between Windows domains.
Opening a text file or running a legitimate administrative utility is not automatically malicious. The surrounding activity and case context explain why these observations matter.
The interval from the SIEM detection at 08:30:29 to the EDR detections at 08:36:11 is 5 minutes 42 seconds, rounded to about six minutes. It is a gap between detection timestamps, not a containment time or a demonstrated start of the attack.
Together, the log and endpoint evidence support a more complete investigation. The case account describes a SOC response, but the screenshot itself does not display the containment action.

Further reading:

Huntress: Akira attack-chain analysis and endpoint evidence, a separate case illustrating related investigation concepts, not the source of this report.
Microsoft: Event 4778 and session context
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AN INVESTIGATION SHOULD END WITH NEXT STEPS

A .
FINDINGS What happened?
SCOPE What was affected?
ACTIONS What must happen next?

Evidence should become a timeline and a response plan.
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Presenter Notes
Presentation Notes
Organizes investigation outcomes into findings, scope, and actions.

Findings explain what happened and whether the activity was expected or malicious. Scope identifies the affected accounts, devices, and remote services.
Actions translate the evidence into response decisions. Depending on the incident, these may include isolating a device, resetting credentials, revoking sessions, removing unauthorized authentication methods, or removing rogue remote access.
A useful investigation produces a timeline and a practical remediation plan with clear ownership.
These are possible responder actions, not a promise that one product automatically performs every step. Available actions depend on the environment, permissions, and incident scope.

Further reading:

Huntress: Knight Office investigation and identity-response considerations
Huntress: Akira mitigation guidance and remediation



FIVE QUESTIONS FOR YOUR TEAM

01

02

03

04

05

Which remote tools belong here?

Can we connect endpomt, identity, and access activity?
Who investigates unexpected service changes and reboots?
Who reviews high-risk access after hours?

Can we contain both the endpoint and the identity?
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Presenter Notes
Presentation Notes
Turns the attack examples into a practical review of investigation readiness and response ownership.

Inventory remote access tools and identify who owns each installation. Confirm which tools belong on which devices.
Check whether investigators can connect device activity, account events, and remote sessions, including unexpected service changes and reboots.
Identify who reviews high-risk access outside normal working hours and who can authorize response actions.
Confirm whether the team can contain both device access and account access. The questions are intended to surface gaps in the existing workflow, not assume that every team needs another tool.

Further reading:

Huntress: RMM inventory, authorization, and defensive readiness
Huntress: Knight Office identity investigation and response
Huntress: Safe Mode visibility gaps and mitigation guidance



QUESTI ONS

THANK YOU

CyberOps 2026
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Presenter Notes
Presentation Notes
Closes the session and acknowledges Secur-Serv as the host of CyberOps 2026.

The presentation's main takeaway is to connect user actions, device behavior, account access, and logs into an investigation that supports a clear response.
Trusted tools can be misused, successful MFA does not always establish session safety, and unexpected loss of visibility needs context.
The resources below provide public follow-up material for readers who want to explore the techniques and investigation examples in more detail. They describe supporting research and separate public cases, not the unpublished redacted reports shown in the deck.

Further reading:

Huntress: ClickFix Attack: Variants, Detection & How It Works
Huntress: Inside Knight Office, a New M365 AiTM Phishing Kit
Huntress: RMM abuse and remote access tools
Huntress: Akira Hits Safe Mode: Ransomware Rebooting Around EDR
Huntress: What is an Adversary-in-the-Middle Attack?
Microsoft: Windows Event 4778
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