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« 2025: Spent over 900+ hours with SMB
channel partners

* Involved with Cybersecurity For About 15 Years

» Worked with Various End Customers

o Finance
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Eric Townsend » Fun Fact: Avid Reader XY 9 025 04

Proofpoint

Global MSP Cybersecurity

¢ Let's Get Connected
RMM Lead in} Iinkedin.com/in/ericdtownsend



Bill Szumski

Secur-Serv
VP, Support & Security
Services
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25+ years in IT and cybersecurity,
specializing in security-first managed services
Proven track record building and leading high-
performing support and security teams In fast-
paced MSP environments

Leads the Secur-Serv team protecting
20,000+ endpoints for over 700 customers
nhationwide

Let's Get Connected
B linkedin.com/in/bill-szumski



» Secur-Serv + Proofpoint Partnership

» Who |Is Proofpoint

» The Front Door to Your Business

» The Evolution of Email Attacks

» 5 Email Security Moves Every
Business Should Make Before 2027

> Q& A
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Secur-Serv +
Proofpoint Partnership
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Partnership Enterprise Grade Bundled Management Key Component of
Value Solution & Full Support Full Security Stack

Helping stop threats with enterprise grade

security infrastructure for over a decade
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W Security Operations

Where organizations want to be -

\

Secur-Serv Security Operations -
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o % Broad Visibility
- L
e Perimeter Endpoint (AV, AEP) }6’- Access to Expertise
Basic Firewalls DLP / SSL Inspection o ;
- Anti-DDoS / IPS / CASB Strategic Guidance
Passwords / AD SPAM / Web Filters (1Y)
WAF / Proxy
R LTS l.?li Continuous Improvement

Backups

Business
Resilience
Proactive
Confident
Compliant

Insurable



Managed Security Services
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Managed Security
Services

60%

cost reduction
@ by outsourcing
over in-house

cybersecurity
staffing

Cybersecurity
Awareness
Training

Password
Management

Security
Operations

Center (SOC)

Multi-Factor
Authentication
(MFA)
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Mobile Device
Management

J

Managed Detection
& Response (MDR)

Endpoint Security
(EDR)
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Who Is Proofpoint




1 in Every 3 Business Emails Proofpoint Sees

3.4 TRILLION EMAILS SCANNED PER YEAR=9,315,068,493 Emails SCANNED A Day

s=|
il
Mark_et Customers Small & Medium MSPs Using Proofpoint
Adoption Businesses

FORTUNE 85 of the Fortune 100 &
"][l ConnectWise Uses Proofpoint

People Protection

3.4T7T >1.4T 0.8T 21T 'r

Cloudflare @Y Barracuda

Emails SMS/MMS Attachments URLs
scanned per year scanned per year scanned per year scanned per year

e 2.2B 138M 395M

Phishing attacks BEC attacks Telephone Oriented
stopped last year stopped last year Attacks stopped last year

ABILITY TO EXECUTE

COMPLETENESS OF VISION As of October 2025




85 of the Fortune 100 Use Proofpoint
World Class Customers with Office 365 Trust Proofpoint
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Gartner Magic Quadrant Leader Again
Leadership Two Years Running- Nine Times In A Row

2025

* Proofpoint is the most comprehensive
email security platform

* Proofpoint offers a broader set of email
Se— security and infrastructure tools than its

e competitors and strong detection
e ® capabilities

Darktrace @

Trend Micro @

® Knovted * Proofpoint is responsive to the market’'s
needs - The company services clients
PR across all sizes and industries

Cloudfire @Y Baracuda * For the first time, Gartner planted a flag on
M365...

Buyers must consider complementary or
supplemental email security solutions to

align with best practices for combating
modern email threats.

ABILITY TO EXECUTE

COMPLETENESS OF VISION As of October 2025 © Gartner, Inc




Poll Question #1

How Are Most Cybersecurity

Attacks Started?
(Put Your Answer In The Chat)
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Email Is Still the Front
Door to Your Business




%H E@ The 2027 Wake-Up Call:
Email Is Still the Front Door to Your Business

91%

of targeted attacks
start with email

23 /o of people will always click

So, this makes humans
the weakest link in the security chain

Remember (91% of Attacks Start with Email)

proofpoint. 15



THK; E\[@ Today’s Email Security Reality

\

O .
“ A Rising threats
‘ g
Increased risk
and compliance
pressure

@ Too many tools

Limited visibility

Constantly
reacting instead
of staying ahead

|

@ Clarity and outcomes are no longer optional,

proofpoint.
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Top 10 Business Issues, Technology Priorities & IT Challenges
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. Attracting & Retaining Talent

., Strengthening Cyber Resilience

. Ensuring Regulatory Compliance

. Driving Profitable Growth

. Managing Inflation & Costs . O

©

. Maximizing Tech Value (ROI) A

. Delivering Personalization

., Improving Cash Flow/Liquidity

. Accelerating Speed To Market

. Building Brand Reputation

GenAl & Agentic Automation

Zero Trust Security
Architecture

. Cloud-Native Modernization
" (Saa$)

Total Experience (TX)
Platforms

Unified Data & Analytics

@ | Strategic Managed Services

Al-Native Infrastructure (Hybrid)

.« , Intelligent Edge (Edge Al)

Al TRiSM (Trust, Risk, Security
Management) & Governance

Collaboration & Future Of Work

0

®@ Q0  ©©® ® 6 ® 0
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GHNONONONONO

E ) €8 IT CHALLENGES

Budget Constraints & Cost
Predictability

Data Trust & Sanitization For Al

Bridging Tech Skills Gap

Governance Of "Shadow Al"

Integrating SaasS Silos

Securing Remote/Hybrid Work

Vendor/Subscription Fatigue

Modernizing Legacy ERP/Finance

Ensuring Business Continuity

User Resistance To Change

D

Source: Techaisle

2026 Cybersecurity Trends

Cybersecurity by
the Numbers

91% 74%

of cyberattacks still of breaches involved
start with email human error

60% 83%

of SMBs say of SMBs experienced
cybersecurity is their a cyber incident in the
#1 business risk last 12 months

25-40%

iIncrease in cyber
insurance premiums YoY

proofpoint. 17
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The Evolution of Email
Attacks
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W From Phishing to

AlI-Powered Financial Fraud

Traditional Phishing:

Generic emails, malicious links, and suspicious attachments. AI _ G EN ERATE D ATTAC KS

Modern Phishing:

Al enables attackers to scale, personalize, and
Al-generated messages tailored to an individual’s job, automate deception

company, and relationships. ‘
GAIN ACCESS GET MONEY OR LEVERAGE

Business Email Compromise (BEC):

Phishing b Business Email

Fraudulent payment instructions, vendor impersonation, and _ | Conivtoniss
Personalized emails S ] oo
executive impersonation. | with fake login links. | SRl st < 3

payment requests.
Account Takeover:

Attackers exploiting compromised Microsoft 365 accounts to & Impersonation / Extortion & Social

.- Hijacked replies | Engineering I o]
E posing as trusted Adaptive scare tactics A

contacts. based on replies.

send convincing messages from legitimate mailboxes.

Conversation Hijacking:

Attackers inserting fraudulent instructions into existing email

threads.

Proofpoint Stops Over 66 Million BEC Attacks
Every Month
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W Would You Trust This Email?

o Subject: Confidential and Urgent!!!

Hi Chris,

| need your help with something that's both confidential and extremely
urgent. @EEEY

Please respond by email ASAP, | cannot take calls.
Regards,
Frank

Frank Wright
CEO

* No malware.
 No attachment.
* No obviously malicious URL.

Would your current security tools stop this?
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The Next Email Security Frontier:
When AI Agents Read and Act on

Email



Poll Question #2

What is the % increase in Al
Generated Phishing Emails?

(Put Your Answer In The Chat)




Al Is Increasing the Threat Scale

Email is the

control surface 4 5 50 1 26 5

for attackers a 5

and its on |y More Effective More Profitable Surge in Phishing Emails

Breaches with Al Since Generative Al

getting worse

o Microsoft

Remember (91% of Attacks Start with Email)

proofpoint.



The Risk Is Already In Your Environment

Al tools found vs.
approved in a real

of employees use of organizations
Al tools IT never expect Al-related data
enterprise

approved loss within 12 months

Employees have deployed Al tools in all Shadow Al, browser copilots, personal ChatGPT,
varieties of form factors your security all touching corporate files and data outside any policy.
team doesn’'t know about.

Agents are creating automated workflows Every SaaS integration, every API an agent connects to a new entry point. Now
and MCP connections outside your leveraged by autonomous workflows with no human in the loop. Enterprises can'’t
architecture review. see every action behind the connections and workflows.

Sensitive data is moving through M&A terms in a prompt. HR records surfaced in a response.

Al interactions none of your existing controls IP walking out through an Al tool nobody approved.

were designed to see. It is happening now, not in the future.

proofpoint. 24



HR, The Agentic Al Risk

Al assistant that summarizes email vs. an Al wW hy Ag entic Al Introduces
agent taking actions based on email content. New Attack Surfaces

« Al agents may interact with Microsoft 365,

calendars, customer records, and financial
workflows.
« Malicious instructions hidden in emails or

attachments could manipulate an Al agent.

Autonomous Deep Persistent Ability To
. . mgm E i | ti M & i
- Risks of unauthorized data access, sensitive Withott R Coviteit Aiiors

Human External Retention Across
Oversight Tools & APIs Systems

information disclosure, and automated business

actions.

You need to secure not only the employee receiving
an email but also the Al system processing it.

proofpoint. | ©2026 Proofpoint, Inc 25



Email Management by Al is one of the most common
applications for employed Americans

What do you currently use Al tools for? Select all that apply.

% Selected

Writing and editing

Search or research

General assistance or problem-
solving

Knowledge or information
management

Email or communication management [l

Meeting assistance or transcription

Data science or analytics

Presentation or slide deck creation 17

Image, video or audio generation 17

Coding assistance

Task, scheduling or project
management

Automation or process automation

Other
prOOprint | ©2026 Proofpoint, Inc 26

Source: Gallup- Oraganization Al Update Data were collected in 2 2026, among Al users.
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5 Email Security Moves

Every Business Should
Make Before 2027
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Protection

SERVICE

EMPHASIS

Microsoft Defender for Office 365 security

Configure Email
Authentication

Defender for Office
365 Plan 2

Defender for Office
365 Plan 1

Default email
protections for
cloud mailboxes

Protect

1. Strengthen Microsoft 365 Email

For the first time,

Gartner® planted a flag

on M365...

Buyers must consider
complementary or
supplemental email
security solutions to
align with best
practices for combating
modern email threats.

* Evaluate advanced phishing, malicious URL, attachment, impersonation, and

account-compromise defenses beyond baseline configurations.

What happens when the attacker uses the same trusted ecosystem you're trying to

protect



Microsoft powers your collaboration.
Proofpoint powers your defenses.

90%+

of cyberattacks start with

email

Email remains the #1 initial-
access vector.

proofpoint.

27%

$26/mo

of advanced threats are
not detected by Microsoft

Microsoft misses more than
one out of every four threats
targeting your employees.

IS how much it costs an
attacker to test
Microsoft’s defenses

Adversaries have a low barrier
to entry to find out exactly what
Microsoft can’t stop.

| © 2026 Proofpoint, Inc 29



.. 2. Protect Business Identities and
Trusted Communication.

RISK ATTRIBUTE: RISK ATTRIBUTE: RISK ATTRIBUTE:
VULNERABILITY ATTACK PRIVILEGE

Targeted via alias to job responsibility

Clicks hianglesly (§5Slabalates High Visibility ~ Interacts Can move

' customer  externally via 2 with risky
everything e cloud apps Position e money

Likelihood Probability Impact

of Compromise of Compromise of Compromise

Best Practices

 Use strong MFA

 Email Authentication

* Independent verification of financial requests.



Training

. Al Has Changed The Game On Email Creation

Example Profile on one of the authors

 Localization =T

Based on the profile of [the author], it is highly likely
that [the author] is deeply interested in the intricacies

u n
() P I t of artificial intelligence, particularly in areas concem-
ersona Iza Ion ing Al safcty and alignment. [The author’s] work
focuses on exploring the vulnerabilities and potential
security nisks associated with language models...

 EXxecutive impersonation

® Scale Academic Profile

. |the author] has co-authored a paper titled [re-
moved] which examines ...

* Research o

Worked with: - [removed) (found on [the author’s|
personal website)

« Best Practice

* Prepare employees for Al-generated impersonation,

BEC, and compromised trusted email accounts.

Old advice: Look for spelling mistakes.

New reality: The email might be better written than your legitimate business emaill.

Professional Profile _>

R N
Hl@— 3. Modernize Security Awareness

Example email: Al-generated
Subject: Research collaboration on Al threat modeling
Hi [Name],

Your recent paper on LLMs and phishing detection
caught my attention. We're starting a research project on
Al-enabled cyber threats and their impact on enterprise
secunty.

Given your expertise in Al and cybersecunty, would you
be mnterested in collaborating”? You can review the project
details and apply here: View Project Details.

Application deadline: November 18, 2024,
Best,

James Chen
Research Coordinator
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Hl 4. Secure Al Access to Email

Fall for social engineering Fall for prompt injection

Expose credentials Store and leak secrets

Execute maliciousfiles . —  EXecule code al machine speec

Mishandle sensitive data Mishandle data at scale

 Best Practices
* Restrict Mailbox Permissions
 Require human approval for sensitive actions
* Inventory Al Mail tools



W 5. Build Email Threat Detection and

1 Response Capabilities
Proofpoint NEXUS Al Engine

PRE DELIVERY POST DELIVERY

CLICK TIME

BLOCK THREATS | GUIDE USERS | AUTOMATE RESPONSES

 Ensure suspicious messages and compromised accounts can be
investigated and contained quickly.



Closing Thoughts
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1&% The Burning Thought For 2027

In 2027, your greatest email security risk may not be the

message someone opens.

It may be the trusted message that causes

a person or an Al agent to take the wrong action.




Open O&A

Have a question or a scenario?
Drop them in the chat.
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D - Email Security Validation Review proofpoint

You already have controls; let's pressure-test whether they're doing what you think they're doing.

Potential Risk Areas What We Check Request Your
What’s getting through? Phishing, BEC., impersonation and ma'licious | Em‘?‘il S.ecurity.
messages their current defenses aren't stopping Validation Review

MFA strength, suspicious forwarding,

: : o
Can your identity be abused® mailbox/account takeover exposure

SPF, DKIM, DMARC, domain spoofing and

L] 7 .
Can someone Impersonate you~ lookalike exposure

Executives, finance/AP, HR and other highly

Who is most exposed? targeted employees

Reporting, investigation, containment and

What happens after the click?
response process
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Take the neét step toward «
stl}onger email] security.

Phone 800—.228—3628
Website secur-serv.com o '3
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